
Beware of Christmas Frauds & Scams

Sadly each year we need to be vigilant for fraudsters, who like to make the most of the festive season by 
coming up with ever more ingenious ways to target consumers during the Christmas rush.

So how can we spot the scams and, more importantly, protect ourselves?

Fake online shops
As the retail rush increases; fake online stores pop up to prey on our desire for a bargain. Sometimes, these 
sites will be poorly designed, but the scammers are betting that, in the festive rush, enough people will be too 
distracted to notice the difference between these sites and legitimate “pop-up” shops.

Tip: Look for reviews of the site & consider phoning the contact number. If there isn’t one, this could be a 
warning sign.

Charity phishing
Scammers know that many people feel charitable at this time of year and so target your good will. They may 
send emails from a bogus charity or ones that purport to come from a legitimate charity but contain a link to a 
scam site.

Tip: If you want to give to good causes at Christmas, use the charity’s own site.

Fake delivery emails
In the run-up to Christmas, many people have dozens of packages arriving and often lose track of what 
they’ve ordered. Scammers know this and send out emails that purport to come from legitimate courier 
companies. These ask recipients to click on a link. When they do, they download malware or are taken to a 
scam site.

Tip: Always check the sender’s address to ensure it is a legitimate email & go to the company’s own website to 
track orders, Also Look out for the padlock sign on the left of the toolbar and look for “https” instead of “http” at
the start of a website address before you enter any sensitive information.

Fake delivery postcards through your letterbox 
For the past 10 years or more we have received a warning of a scam, informing that criminals are leafletting 
residents with a card from a company called PDS (Parcel Delivery Service) suggesting that they were unable 
to deliver a parcel & that the resident needs to contact them on 0906 661 1911 (a premium rate number). When 
you call the number & start to hear a recorded message, you have been billed £315 for the phone call.
This scam came to the attention of PhonepayPlus (now Phone-paid Services Authority), the UK's premium 
rate telephone services regulator, in 2005, when it originated as a chain email scam. PSA said it shut down the 
service (on 0906 661 1911) & fined the operating company (Studio Telecom, based in Belize) £10,000.
It states the service is no longer running and has not been running since December 2005.

Tip: If you receive a leaflet or email warning about the alleged scam, the regulator asks them not to forward it 
to others. If you receive a delivery card through your letterbox which you do not believe is genuine and which 
asks you to dial a premium rate number, trust your instincts & treat as an email, research the company & info 
provided online BEFORE making that call. Genuine couriers usually make contact a few times before failing to 
deliver & returning to sender.



E-voucher scams
These are often shared on social media or email & claim to offer free vouchers from well-known brands. To 
claim a voucher, all you need to do is click on a link. This can take you to a fake site where you will be asked for 
information.
Tip: Look out for poor grammar &, if in any doubt, check the voucher by emailing the shop.

Social media scams
Scammers use social media to tempt people with irresistibly good deals on goods such as electronics & 
jewellery. The social networks are also a place where links to phishing sites and malware can be widely 
shared. Scammers may even be “friends” of real friends of yours who say yes to every connection request.
Tip: The best defence here is not to click on links that look even remotely suspicious.

Mind your mobile
As more and more people shop by phone, fraudsters are becoming more adept at targeting smartphones. 

Tip: Look out for text scams and offers that come through social media and instant messenger apps, together 
with fake delivery attempted messages.

Additional Ways to protect

Never use public Wi-Fi to purchase Christmas shopping online

Never give out your PIN or online banking password – legitimate websites won’t ask for it.

Keep an eye on your bank balance so that you can spot and report fraudulent transactions quickly. 

How paying by card can protect you from cybercrime

Although online fraud is increasing, by using card, it will actually provide you with extra protection if things to 
go wrong, which you wouldn’t have if you were paying by cheque or cash.

The main benefit in making purchases with card is that UK cardholders are not financially liable for any fraud 
committed on their cards.  As long as you haven’t acted fraudulently or without reasonable care – like 
disclosing your PIN to someone else, or giving your card to someone else

Use PayPal & benefit from Buyer Protection

If an eligible item that you’ve bought online doesn’t arrive, or doesn’t match the seller’s description, PayPal's 
Buyer Protection may reimburse you for the full amount of the item plus postage. 
Buyer Protection can cover your eligible online purchases, on eBay or on any other website, when you use 
PayPal. (Conditions do apply).


